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BlackBerry Enterprise Server 4.0 
for Novell GroupWise 
Quick Start Installation Guide 

Process overview 
Step Description 

1. Determine hardware 
requirements. 

Use the hardware requirements table to determine the appropriate hardware for your BlackBerry® 
environment. 

2. Review the overview and 
installation documentation. 

• The BlackBerry Enterprise Server Feature and Technical Overview describes the BlackBerry 
Enterprise ServerTM features, architecture, and data workflows.  

• The BlackBerry Enterprise Server Installation Guide describes in detail the steps required to prepare 
your environment and install or upgrade the BlackBerry Enterprise Server. 

3. Prepare your environment. Use the checklist to verify that your environment meets the BlackBerry Enterprise Server requirements. 

4. Test the connection to the 
BlackBerry Infrastructure. 

Run the bbsrptest command line tool to test the connection to the BlackBerry Infrastructure. 

5. Configure communication 
with Novell® GroupWise®. 

Generate the trusted application key, which allows the BlackBerry Enterprise Server to communicate with the 
Novell GroupWise messaging and collaboration server. 

6. Install the software. Install and configure the BlackBerry Enterprise Server. 

7. Configure BES Alert. Configure the BES Alert monitoring tool to send alerts when events at the specified level are logged. 

Note: Some of the BlackBerry Enterprise Server components can be installed optionally on a remote 
computer. Refer to the Installation Guide for information. 

Determine hardware requirements 
Number of 
users 

Minimum required hardware and configuration Recommended hardware and configuration 

500 • Intel® Pentium® IV processor (2 GHz or higher) 
• 1.5 GB RAM 
• MSDE on the same computer 

• Intel Pentium IV processor (2 GHz or higher) 
• 1.5 GB RAM 
• Microsoft® SQL on the same computer 

Note: The most current service pack is recommended for each Microsoft product. Minimum required service 
packs are applicable where noted. 

Prepare your environment  
Environment 

 Do not put the BlackBerry Enterprise Server in a Demilitarized Zone (DMZ).  
Note: You can install the BlackBerry Router, which handles connections to the BlackBerry Infrastructure, in the DMZ and configure the 
BlackBerry Enterprise Server to connect to it. See the Placing the BlackBerry Router in the Demilitarized Zone white paper for more 
information. The white paper will be available with the next software release in the Technical Knowledge Center at www.blackberry.com. 

Software 
 Microsoft Windows® 2000 SP4 or later (Server or Advanced Server edition) or 

Microsoft Windows Server™ 2003 (current service pack) 

 Novell GroupWise client version 6.5 SP4 
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 Microsoft Internet Explorer version 6.0 or later 
Note: The online Help requires Microsoft Internet Explorer 4.0 or later with Java™ or JavaScript™ enabled as the default system browser. 

 To view the user guides, you must have Adobe® Acrobat® Reader® 3.0 or later. 

Firewall 
 Verify that the firewall settings allow the BlackBerry Enterprise Server computer to initiate a bidirectional TCP/IP connection to an external 

server on port 3101. 

 Verify that the BlackBerry Network IP addresses relevant to your environment are permitted addresses. 
• Asia Pacific: srp.ap.blackberry.net 
• North America: srp.na.blackberry.net  
• Europe: srp.eu.blackberry.net 

 Verify that the firewall can resolve Internet addresses using the Domain Name System (DNS). 

 If you use a non-transparent proxy server, verify that the BlackBerry Enterprise Server can authenticate using the proxy to the SRP host 
on port 3101. 

Novell GroupWise Infrastructure 
 The Novell GroupWise messaging server installed on post offices containing BlackBerry users must be 6.5 SP1 or later. NetWare, 

Windows, and Linux environments are supported. 

 The Novell GroupWise client must have US-English language installed. 

Configuration Database 
 Configuration information for the BlackBerry Enterprise Server is stored in a Microsoft-compliant relational database. You can optionally 

install SQL 2000 or choose to install Microsoft SQL Server 2000 Desktop Engine (MSDE 2000) during the BlackBerry Enterprise Server 
installation. 

 Download Microsoft Data Access Components (MDAC) 2.8 from http://www.microsoft.com/data/download.htm and install it on the 
BlackBerry Enterprise Server computer and on the computer where the configuration database is located. 

Permissions 
 Configuration database  To create a new database, you require the following permissions: 

• SQL Server role: Server Administrators, Database Creators 
• Database role: not applicable 
To populate a new, empty database during install, you require the following permissions: 
• SQL Server role: Server Administrators 
• Database role: db_owner 

 BlackBerry Configuration Panel • Windows: administration account used during installation 
• SQL Server role: Server Administrators 
• Database role: db_owner 
Note: If the Configuration Panel is being used to change to a non-existent configuration database, 
you require Database Creators permissions to create the database. 

 BlackBerry Manager • Windows: administration account used during installation 
• GroupWise: valid mailbox 
• SQL Server role: serveradmin 
• Database role: db_create 

Multiple Languages 
 You can enable additional languages to support Unicode in the BlackBerry Manager using the Windows regional options. 

 Download the Microsoft Internet Explorer multilanguage support pack and adjust the encoding to view Chinese Simplified [GB2312] and, 
or Chinese Traditional [Big5]. 
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USB Hub 
 If you are running a USB hub, verify that the driver supports USB1.1-compliant hubs 

Test the connection to the BlackBerry Infrastructure 
1. On the computer on which you are installing the BlackBerry Enterprise Server, at the command prompt, 

switch to the /tools folder on the BlackBerry Enterprise Server installation CD. 

2. Run the test program using the syntax, bbsrptest <srpaddress> where <srpaddress> is the SRP 
address value provided with your software (for example, srp.xx.blackberry.net). 

The program tests the connection and returns a WINSOCK error code. 

WINSOCK 
error 

Text Description 

-- Successful The program connected successfully to the BlackBerry Infrastructure.  

10054 Connection reset by peer A service provider or router closed the connection or the connection was broken 
by the firewall or proxy before the test program connected with the SRP server. 

10060 Connection timed out The connection request is not being answered; the firewall is not configured 
correctly to allow BlackBerry traffic, or the firewall lost the connection request. 

10061 Connection refused The firewall prevented the connection to the BlackBerry Infrastructure. 

11001 Host not found The DNS cannot resolve the SRP address. 

See the BlackBerry Enterprise Server Troubleshooting Guide for more information on resolving connection 
issues.  

Configure communication with Novell GroupWise 
The trusted application key allows the BlackBerry Enterprise Server to communicate with the GroupWise 
messaging server. 

Verify the location of your GroupWise primary domain database 
1. In ConsoleOne®, right-click the primary domain in your GroupWise system, and then click Properties.  

2. Click the GroupWise > Identification tab. The UNC Path value points to the location of your 
GroupWise primary domain database. 

3. Provide this location when you run the trusted application key generator. 

Install the trusted application key generator 
1. Log in to the computer running the GroupWise messaging and collaboration server using a Novell 

administrator account that has supervisor rights to the GroupWise system. 

2. Double-click the Key Generator Application folder on the BlackBerry Enterprise Server CD and save the 
Generate_GW_Trusted_App.exe file to the local drive. 

Create the trusted application key 
1. In the directory where you saved the trusted application key generator, double-click 

Generate_GW_Trusted_App.exe. 

2. Type the GroupWise Domain Path that points to your GroupWise primary domain database (for 
example, \\server\volume\GWPrimaryDomain\), or click … to navigate to the .db file location. See 
“Verify your GroupWise primary domain” on page 14 for more information. 

3. Click Generate. 

4. Click Yes. The generated key is populated in the Trusted Application Key field. 
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5. Click Yes to create a configuration file containing the trusted application key information. 

6. Save the Generate_GW_Trusted_App.ini file. 

Warning: If a trusted application key already exists for this primary domain, you are prompted to 
overwrite it.  

If you generate a new key after installing the BlackBerry Enterprise Server, you must update the server 
configuration with the new key. See the BlackBerry Enterprise Server Administration Guide for more 
information. 

7. Open Generate_GW_Trusted_App.ini to verify that the trusted application key is at the bottom of the 
file.  

Install the software 
Note: Research In Motion strongly recommends that you follow the instructions in the BlackBerry Enterprise 
Server Installation Guide. 

Action Procedure 

Log in with an administrator account. ►Log in to the server on which you are installing the BlackBerry Enterprise Server with an account with 
the appropriate server administrator and database permissions. 

Run the setup program. ►Run the setup.exe file. 

Complete the setup and configuration 
screens. 

►Provide the required values in the setup and configuration screens. See the BlackBerry Enterprise 
Server Installation Guide for information on each value. 

Configure BES Alert  
BES Alert enables you to monitor the status of the BlackBerry Enterprise Server through console or 
messages that are sent when events at a specified level are logged.  

1. In the BlackBerry Manager, open the server’s properties page. 

2. In the left pane, click BES Alert, and then define the following settings:  

Value Description 

SMTP Hostname The DNS name of your SMTP gateway. 

SMTP Account Name The Windows account name to log in to the SMTP server. 

SMTP Address A valid SMTP address from which BlackBerry Enterprise Server alerts will be sent. 

Event Level The error level for which you want to receive notification. 

User Notification Click to add users for message or console notification 
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Part Number: SWD_X_BES(EN)-069.001 

At the time of publication, this documentation references BlackBerry Enterprise Server Version 4.0.1 for Novell GroupWise. 

© 2005 Research In Motion Limited.  All Rights Reserved.  The BlackBerry and RIM families of related marks, images and symbols are the exclusive 
properties and trademarks of Research In Motion Limited.  RIM, Research In Motion, 'Always On, Always Connected', the ‘envelope in motion’ 
symbol and BlackBerry are registered with the U.S. Patent and Trademark Office and may be pending or registered in other countries.   

Adobe Acrobat and Reader are either registered trademarks or trademarks of Adobe Systems Incorporated in the United States, and/or other 
countries. Intel and Pentium are trademarks or registered trademarks of Intel Corporation or its subsidiaries in the United States and other countries. 
Java and JavaScript are trademarks or registered trademarks of Sun Microsystems, Inc. in the United States or other countries. Novell, GroupWise 
and ConsoleOne are registered trademarks of Novell, Inc, in the United States and other countries. Microsoft, Windows, and Windows Server are 
either trademarks or registered trademarks of Microsoft Corporation in the United States and/or other countries. All other brands, product names, 
company names, trademarks, and service marks are the properties of their respective owners. 

The BlackBerry handheld and/or associated software are protected by copyright, international treaties, and various patents, including one or more of 
the following U.S. patents: 6,278,442; 6,271,605; 6,219,694; 6,075,470; 6,073,318; D445,428; D433,460; D416,256. Other patents are registered or 
pending in various countries around the world. Visit www.rim.com/patents.shtml for a current listing of applicable patents. 

This document is provided “as is” and Research In Motion Limited and its affiliated companies (“RIM”) assumes no responsibility for any 
typographical, technical, or other inaccuracies in this document. RIM reserves the right to periodically change information that is contained in this 
document; however, RIM makes no commitment to provide any such changes, updates, enhancements, or other additions to this document to you in 
a timely manner or at all. RIM MAKES NO REPRESENTATIONS, WARRANTIES, CONDITIONS, OR COVENANTS, EITHER EXPRESS OR 
IMPLIED (INCLUDING, WITHOUT LIMITATION, ANY EXPRESS OR IMPLIED WARRANTIES OR CONDITIONS OF FITNESS FOR A 
PARTICULAR PURPOSE, NON-INFRINGEMENT, MERCHANTABILITY, DURABILITY, TITLE, OR RELATED TO THE PERFORMANCE OR NON-
PERFORMANCE OF ANY SOFTWARE REFERENCED HEREIN, OR PERFORMANCE OF ANY SERVICES REFERENCED HEREIN). IN 
CONNECTION WITH YOUR USE OF THIS DOCUMENTATION, NEITHER RIM NOR ITS AFFILIATED COMPANIES AND THEIR RESPECTIVE 
DIRECTORS, OFFICERS, EMPLOYEES, OR CONSULTANTS SHALL BE LIABLE TO YOU FOR ANY DAMAGES WHATSOEVER BE THEY 
DIRECT, ECONOMIC, COMMERCIAL, SPECIAL, CONSEQUENTIAL, INCIDENTAL, EXEMPLARY, OR INDIRECT DAMAGES, EVEN IF RIM HAS 
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, INCLUDING, WITHOUT LIMITATION, LOSS OF BUSINESS REVENUE OR 
EARNINGS, LOST DATA, DAMAGES CAUSED BY DELAYS, LOST PROFITS, OR A FAILURE TO REALIZE EXPECTED SAVINGS. 

This document might contain references to third-party sources of information, hardware or software and/or third-party web sites (collectively the 
“Third-Party Information”). RIM does not control, and is not responsible for, any Third-Party Information, including, without limitation, the content, 
accuracy, copyright compliance, compatibility, performance, trustworthiness, legality, decency, links, or any other aspect of Third-Party Information. 
The inclusion of Third-Party Information in this document does not imply endorsement by RIM of the third party in any way. Any dealings with third 
parties, including, without limitation, compliance with applicable licenses, and terms and conditions are solely between you and the third party. RIM 
shall not be responsible or liable for any part of such dealings. 

This product includes software developed by the Apache Software Foundation (http://www.apache.org/) and/or licensed pursuant to Apache License, 
Version 2.0 (http://www.apache.org/licenses/). For more information, see the NOTICE.txt file included with the software. 

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on an "AS IS" BASIS, WITHOUT 
WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the License for the specific language governing permissions and 
limitations under the License. 
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